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Introduction
Welcome to the Versity Deployment Guide. The Versity smartphone utilizes the latest advances
in mobile management technology and Spectralink’s extensive experience in configuring mobile
devices to simplify the deployment of the most advanced enterprise smartphone on the market.
This guide covers the preparation and installation of the Versity smartphone, using Spectralinkrecommended best practices.
Caution: Follow procedures in Spectralink documents
Spectralink has extensively tested the sequences outlined here and in supporting
documents. If there is a problem, please contact us immediately for a resolution.
Forging ahead may result in a very difficult-to-resolve situation.
The fact is that smartphones are designed to be easy for the user, but have very
complex internal configurations that resolve only in carefully orchestrated
procedures.
This document covers:
•

Versity deployment design

•

How to create your Versity Implementation Plan

•

Using a third party EMM for device enrollment, device management and application
updates

•

Using Spectralink Application Management (SAM) to expedite and refine configuration of
Spectralink applications

As always, Spectralink stands ready to support your installation every step of the way through
our extensive network of on-site experts and on-call service personnel. See Appendix C:
Spectralink Resources.

Document Organization
This guide recommends a sequence of actions to successfully provision the Spectralink Versity
smartphone using Spectralink Application Management (SAM) with a customer-provided EMM
and other components. It is divided into these Parts:
I.

Designing the Versity Implementation Plan

II.

Setting up the Servers

III.

Provisioning Versity

IV.

Testing and Verification
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V.

Appendices
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Part I: The Versity Implementation
Plan (VIP)
The VIP is your master plan for Versity Deployment. It lists all Versity smartphones to be
deployed, the extension numbers and users and what Group or Groups the users may belong
to. This key information will be loaded into the SAM server for application configuration of each
device.
Additionally, the VIP could contain model type if more than one model is being deployed, user
locations, manager or department identifiers, apps required and any other information needed
by an administrator or installer.
The VIP will make it easy to configure application settings in the SAM server and generally keep
track of the deployment, the Versity smartphones and the users until the deployment is
completed.

Get the Big Picture
Versity is controlled by the Android operating system and by the apps installed on it. We use an
EMM and SAM to configure Versity to meet the demands of the facility.
1

Deploying Versity starts with configuring the EMM and the SAM server.

Find out more about the requirements for configuring the EMM from the Config notes for your
EMM.
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Find out more about the requirements for configuring the SAM server from the Spectralink
Application Management Guide. See Appendix C: Spectralink Resources.
1

Once configured, EMM and SAM perform separate functions.

2

Your deployment is complete.
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Deployment Overview
Before talking about the hardware, let’s take a high-level look at the team members, planning,
necessary components, provisioning and testing steps involved in a Versity deployment.

Involving the team
Versity deployment requires a cross functional team. Here is a list of the players.
•

Versity is deployed on a wireless LAN = IT personnel

•

Versity utilizes telephony technology = Telecom personnel

•

Versity is managed by an EMM = EMM management team

•

Versity utilizes secure communications = Security administrators

•

Spectralink applications are tailored for personnel requirements = Managers

•

Versity and SAM are specialized equipment = Spectralink Professional Services

Success means working together to understand and implement the interactions among
Spectralink and non-Spectralink components as detailed in this document.

Create your Versity Implementation Plan (VIP)
The Versity Implementation Plan is a list of phone extensions, users, groups and other key
information important to your deployment. This Plan is used to design the implementation,
populate SAM initially, to set up groups and to have the information at hand that you will need
when configuring the applications within the SAM GUI.

Components
•

Spectralink Versity

•

Spectralink SAM (Spectralink Application Management) server

•

HTTP Server for OTA (Over The Air) Versity updates

•

EMM/MDM (Enterprise Mobile Management, Mobile Device Management)

•

Android Master (or other NFC provisioning device)

•

CA (Certificate Authority) Server

•

Call Server (SIP server)

•

Syslog Server

•

WLAN and SSID (See Appendix A: The Wireless Infrastructure)
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Setup
The Setup sequence results in the following completed steps:
3

SAM server set up and configured with Spectralink app parameters using the VIP
(Versity Implementation Plan).

4

Use Private CA server to sign the SAM cert and then load the signed SAM cert on the
SAM server.

5

Versity MAC addresses and extensions batch-loaded into the SAM server.

6

EMM set up with Group and Profiles for Versity. (Cloud-based).

7

SAM Client app configured in EMM.

8

OTA server set up and configured in the SAM server.

9

Other servers configured: Call server, Syslog server, Time server.

10

SAM server configuration finalized.

Provisioning
The Provisioning sequence results in the following completed steps:
1

Android master relay agent app downloaded and configured.

2

Versity charged and ready (at welcome screen).

3

Bump with Master.

4

Versity uses Wi-Fi to exchange info with EMM.
Admin verifies Versity enrollment to EMM.
Versity learns the location of the SAM server.

5

Versity joins the SAM server and is listed in the SAM server holding area.

6

Admin approves Versity onto Device List.

7

Versity picks up app parameters from the SAM server.

Testing
The Testing sequence results in the following completed steps:
1

Versity places calls using SIP call server. Other apps are tested.

2

Versity logs are available on Syslog server.

3

Versity can update its software through Sys Updater app.
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Chapter 1: Understanding the Versity
Deployment
Versity deployment requires several different integrated components including the EMM and
other facility-supplied servers that form the basic infrastructure. Here we will cover the primary
components utilized by Versity for provisioning and deployment. In this guide we will be focused
on steps to install and leverage a third-party EMM and the Spectralink Application Management
(SAM) server. See Appendix A: The Wireless Infrastructure for more detailed information about
additional required and optional wireless LAN components.
High level system components

The EMM/MDM is a third-party software tool that manages the mobile devices within an
enterprise network. The EMM takes care of things like application installation, device
provisioning, Wi-Fi profiles and device security. Spectralink relies on a third-party EMM’s mobile
management technology to manage Versity within the unique context of a facility’s wireless
LAN.
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The EMM also takes care of updating apps. Versity comes pre-loaded with all Spectalink apps
but they are set at default settings and need to be configured for the facility. SAM does this. The
apps are maintained by Spectralink on the Google Play store which is available to Android for
Work customers through their EMM of choice. The EMM picks up Spectralink apps from the
Play Store and sends app updates to Versity.

During initial provisioning, the EMM obtains the SAM Client app from the Google Play store and
configures it with facility-specific settings so Versity and the SAM server can find each other on
the local wireless LAN.
The SAM server is designed to pick up where an EMM leaves off. While the EMM can send app
updates to Versity, Spectralink does a better job of providing app configuration details. The
administrator uses the SAM server to configure the Spectralink applications that are utilized by
Versity so that they are perfectly tuned for the facility’s specific requirements.
Using the Versity Implementation Plan, the administrator uploads the list of smartphones to the
SAM server and programs the configuration used by each.
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Working within the structure established by the EMM, the SAM server communicates directly
with Versity to push the configurations programmed by the administrator based on the Versity
Implementation Plan.
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Syncing Versity with the Servers
As you can see from the preceding information Versity is connected to at least three servers.
Versity is managed by the EMM, its Spectralink apps are configured through the SAM server
and its voice traffic is managed by a call server. These servers do not talk to each other and so
it is helpful to ensure that each server’s list of Versity devices uses the same name for the same
device so the administrator can keep track of them.
•

Right out of the box, Versity has two unique numbers---MAC address and serial number.
It does not have a user name or extension number until it connects to the SAM server.

•

Versity enrolls with the EMM which has been configured to recognize Versity devices.
The EMM can be programmed to list the MAC address as the “name” of each Versity.
This corresponds with the MAC address being entered into the SAM server to identify
each Versity as it connects to the SAM server.

•

When Versity contacts the SAM server it is recognized by its MAC address which has
been loaded into SAM through the .csv file along with an extension number from the call
server. SAM server recognizes the MAC address and configures it to the extension. This
way Versity learns its user identity.

•

Versity places a call and the call server recognizes the extension and places the call
correctly.

Many multiples of Versity smartphones can be seamlessly configured and accurately identified
using this process.

721-0053-000_B.docx
October 2018

15

Chapter 2: Designing the Versity
Implementation Plan
The end users provide the third critical aspect after SAM and the EMM. When we understand
who the users are and the work that they do, we are ready to develop the Versity
Implementation Plan or VIP. This Plan is developed by the customer in coordination with
Spectralink support.
The list of users and their extensions start the VIP. As part of the deployment design, work
groups that share common communication requirements are created and smartphones are
assigned to these groups within the VIP. Later, this plan or a subset thereof is loaded into the
SAM server as a batch file and this begins the configuration process in the SAM server.
Developing the VIP includes becoming familiar with the three levels for parameter settings
utilized by the SAM server. The administrator uses the VIP to configure the rest of the settings
using the levels explained below.
•

Enterprise settings affect all configured phones. These are best configured in the SAM
server GUI.
Example: SIP server address
As part of the VIP, enterprise settings will be determined.

•

Group settings affect only those smartphones that have been assigned to a specific
Group or Groups. Smartphones are assigned to Groups in the VIP and application
parameters for that Group are programmed in the SAM server. Note: Not all installations
utilize Groups.
Example: PTT subsets such as Security personnel or ER Nurses.
As part of the VIP, Groups will be created, members will be assigned and parameters
will be configured.

•

Device settings affect only a specific phone. These are the settings entered in the VIP
and uploaded by the administrator to the SAM server as a batch file.
Example: Extension number, username, password.
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Chapter 3: Creating the VIP
List all the extensions you plan to deploy with your new Versity smartphones. The SAM server
uses a batch file import to establish the phones on the SAM server. The VIP list will be
populated with the information required by the SAM server.
•

How many smartphones? (models?)

•

Assign owner for each SIP registration

•

Assign owner identity

•

Assign extension number

•

Assign PTT broadcast ID name (optional)

•

Create group names and members

•

Assign group members

The SAM server identifies Versity smartphones by MAC address. Therefore every name on the
list will be assigned a phone using the MAC address on the phone’s label. Leave a blank
column to enter the MAC address later when the phones are unpacked.
If you are deploying different models, ensure you keep the model and the user aligned. For
instance, list all 9540 users. Later when you unpack all 9540 phones, note the MAC address on
the label and enter it on your VIP list. Then unpack and assign the 9553 phones.
The Versity Implementation Plan should give you a complete picture of the phones being
deployed, the groups they are in and the name of the user each phone belongs to plus any
additional information such as model, manager, location, etc.
The key configuration information from this plan will be loaded into the SAM server as a batch
file in a .csv format. See the Spectralink Application Management Guide for specific information
about the exact specifications for the .csv batch import file.
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Part II: Setting up the Servers
Provisioning a smartphone within a larger enterprise environment requires coordination among
existing and new components. Part II covers a generic EMM configuration and the servers
Versity will use along with any specific configuration requirements for Versity.

•

Spectralink SAM server

•

Call server

•

CA server

•

Syslog server

•

HTTP server

•

Time server

For illustration purposes, each server is given a separate box, but one box can serve more than
one requirement.
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Chapter 4: Set up the SAM Server
Setting up the SAM server is detailed in the Spectralink Application Management Guide.
After setting up the server, open the About screen and note the account key. The account key is
derived from your customer number and is an important bit of information for the installation.
The account key will be needed to configure the SAM Client app in the EMM.
As part of setting up the SAM server, you must have the SAM server’s certificate signed by a
CA. You will need to program the EMM to provide Versity with a link to the CA Certificate so
Versity and the SAM server can establish a secure connection. General directions are provided
in the Spectralink Application Management Guide but detailed information should be available
from your IT personnel or other facility personnel. The SAM certificate will be needed to
configure the SAM Client app in the EMM.
If you are deploying more than 10 devices, you will also need a SAM server license. Contact
your Spectralink support representative for more information about obtaining this license.
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Chapter 5: Configure the EMM
Our EMM setup assumes that a cloud server is being used. This chapter is necessarily generic.

Basic Requirements Overview
The following essential steps will allow Versity to enroll with the EMM and establish a
connection with the SAM server. Details vary from EMM to EMM but generally the EMM will
provide the necessary features for managing Versity.
Admin Tip: EMM documentation
Spectralink offers specific documentation for configuring Versity requirements in
certain EMMs. Contact your Spectralink support team for this document.

EMM configuration sequence
These are very general steps and may not apply to every EMM.
1

Obtain sufficient EMM licenses and verify that your installed EMM servers have enough
capacity to support the Versity installation.

2

Establish EMM administrative structure to support Versity devices.

3

Configure Android for Work if not already done.

4

Configure required Versity device management parameters.

5

Set the MAC address as the way to identify enrolled Versity smartphones.

6

Obtain and configure the Spectralink SAM Client app.
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SAM Client App Configuration
The EMM administrator obtains the SAM Client app from the PlayStore and loads it into the
EMM. The EMM provides a way to configure the SAM Client app with the address and other
data Versity needs to locate and join the SAM server. When the EMM pushes the SAM Client
app updates to Versity, the SAM Client app residing on Versity is updated with the values it
needs to find and join the SAM server.

These are the required parameters:
1

Enable the Heartbeat method and set Heartbeat interval to 15 minutes (lowest default).

2

Enter the SAM IP address and SAM Account Key (The account key is in the SAM server
on the “About” screen.)

3

The SAM certificate is copied from the “About” screen in the SAM server and pasted into
the SAM Certificate field.
Admin Tip: The SAM Certificate
The SAM certificate must be loaded onto Versity for Versity to be accepted into the
SAM server holding area. There are several ways of doing this, but the most
efficient way is by configuring the SAM certificate field in the SAM Client app within
the EMM.
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Chapter 6: Additional Infrastructure
Please review Appendix A: The Wireless Infrastructure for the basic infrastructure requirements
for a wireless LAN. The servers listed here are in addition to those discussed in Appendix A.

Existing Infrastructure Servers
The call server, CA server, and time server (if needed) should already be in place. If not, these
would be installed by IT or other facility personnel.

Versity Update Server
Versity requires an HTTP server to provide OTA updates for Versity software.
Versity finds this server through the Sys Updater application configuration parameters sent to
Versity by the SAM server.

Syslog Server
The syslog server displays logs that Versity produces to help with troubleshooting and other
administrative tasks. Spectralink strongly recommends installing a syslog server.
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Part III: Enrolling and Provisioning
Versity
Part III walks you through the sequence of enrolling and provisioning Versity. Enrolling is done
by the EMM and Provisioning is done by SAM.

Sequence
1

Wi-Fi and EMM parameters are transferred to Versity through NFC technology.

2

Versity finds the EMM and enrolls.

3

EMM sets up mobile management with Versity and as part of updating apps, gives it the
SAM server parameters through the SAM Client app, including the SAM certificate.

4

Versity locates the SAM server and they establish a secure tunnel.

5

The SAM server administrator approves the Versity devices from the Holding Area.

6

Versity is now in the Device list of the SAM server. SAM downloads app parameters to
Versity smartphones based on the Enterprise, Group, and User settings configured
within SAM, and the Spectralink apps within Versity are provisioned.

Summary
Versity gets its initial configuration through a NFC transfer with a master Android device that has
been programmed to transfer initial configuration parameters to the device---how to get on the
Wi-Fi network and how to find the EMM. Just like any Wi-Fi device, Versity needs Wi-Fi
credentials to access the wireless LAN. It also needs to enroll with the EMM for its mobile
management.
Given the wireless parameters and EMM location, Versity can connect with the EMM, thus
“enrolling” as a mobile device that the EMM will administer. Crucial information---the location
and a way to obtain the SAM certificate---is sent to Versity by the EMM so that a secure tunnel
can be established between Versity and the SAM server. The SAM server location is included in
the SAM Client app managed configuration parameters that the EMM pushes down to Versity.
The SAM CA certificate is programmed in the EMM as a Profile for all Versity smartphones.
Once Versity joins the SAM server, it is listed in the SAM server holding area by MAC address
as listed in the Versity Implementation Plan. The SAM server’s holding area gives the
administrator the opportunity to double check the Versity Implementation Plan to ensure all
bumped devices join. As the administrator approves the Versity devices, the SAM server moves
them to the Device List.
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When Versity joins the Device List, it can receive configuration parameters. Once the Versity
device heartbeats in, parameters are automatically sent down to Versity by the SAM server and
they are implemented without any need to restart the smartphone.
At this time, the administrator can complete any remaining configurations at any level. Group
parameters may need to be configured to complete the Groups. At a minimum, Groups need to
be checked for accuracy, ensuring all designated members have checked in and are correctly
assigned.
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Chapter 7: Configure the Master Device
Admin Tip: How to get Versity on the Wi-Fi network
This document explains how to use an EMM’s “Relay Agent” app to program each
Versity so it can find and enroll in the EMM. Other types of relay methods are
available—such as a NFC card or QR code. For best information, contact the EMM
and use their recommended method.
The Master device transfers wireless information and the EMM location to Versity through NFC.
This chapter describes using another Android device with a relay app as the Master. Work with
your EMM to determine the best method for your facility.
The basic steps for using an Android device are:
1

Ensure NFC is enabled and works. You can find it under Settings> Connected devices>
NFC. It is enabled by default.

2

Download and install the relay agent app for your EMM. These should be available from
the Google Play store.

3

Open the app and minimally enter these parameters:
○

Wi-Fi parameters (SSID and password),

○

EMM location,

○

EMM username & password,

○

EMM Group ID for Versity.

4

The relay agent may ask how many bumps there are per device. Select one bump.

5

Continue through the screens until the relay agent is ready for the first bump.
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Chapter 8: Prepare Versity
Admin Tip: Spectralink references
This chapter is an overview of how Versity gets from the box to enrollment in the
EMM. Study and use the EMM document prepared by Spectralink for the details
you will need to configure.
Your Versity smartphones must be charged for the bump, enrollment and provisioning
sequence. Select out a few of each model to be deployed for your test group.
After passing the first test, prepare to roll out additional smartphones in waves of no more than
100 phones each.

Select test devices
Use the Versity Implementation Plan to select a few owners and extensions for your first test.
This list is used to plan the deployment and to check the phones against when they are listed in
the holding area in the SAM server. Your test group will go all the way through the bump,
enrollment, provisioning and test steps.
How many devices you elect to deploy depends on the complexity of your deployment. If you
are using multiple models, select at least 2 of each to test functionality between them. Ensure
that you select one or more Groups (if you are deploying Groups) and at least 2 members of
each Group.

Unpack smartphones & charge batteries
1

Unpack Versity and plug in the USB charger or adapter.

2

Enter the MAC address into the Versity Implementation Plan. The MAC address is found
on the label.

3

When fully charged, turn on the smartphone and bring to Welcome screen.
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Admin Tip: Keep Versity in its box
When you are deploying a lot of phones, it is important to efficiently identify each
phone’s recipient.
One easy way to do this is to keep the phone in its box. The box is labeled with the
phone’s MAC address and the phone displays the MAC address on the label in the
battery cavity. The MAC address is used to give the phone its extension and user
identity which it gets after connecting to the SAM server.
Labeling the box with the user name and keeping the phone and its box together
will allow you to identify the phone for distribution without additional steps.

Bump Versity with the Master
Place Versity and the Master together, back to back. This is the Bump also known as Android
Beam. The devices will vibrate when the transfer is successful.
Admin Tip; Other NFC methods
The bump uses NFC (Near Field Communications) technology which allows two
devices in proximity to share information. Other methods include using an NFC
card for the master and using a QR code.

The bump gives Versity this info
•

Wi-Fi SSID connection

•

Wi-Fi security method and access (WPA2-PSK)

•

EMM location and logon
Admin Tip: EMM relay agent Wi-Fi limitations
An EMM relay agent will only allow you to connect to a WPA2 passphrase network.
You may wish to use the EMM to migrate the smartphones to a more secure
network. If so, consider creating a deployment network for initial provisioning and
then migrate the smartphones to the secure network.

With this information, Versity can access the wireless LAN and contacts the EMM. Versity
locates and establishes a connection with the EMM and the EMM then shows the device as
“enrolled”. The EMM then transmits the configuration that the administrator entered earlier in the
EMM interface.
Keep Versity turned on during this procedure.
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Check the EMM for Successful Enrollment
Versity locates and establishes a connection with the EMM and the EMM then shows the device
as “enrolled”. Devices are listed by MAC address.
The EMM then transmits the configuration that the administrator entered earlier in the EMM
interface.

EMM transmits info to Versity
The EMM enrolls Versity in its mobile management system and data, profile and policy
information is exchanged between the smartphone and the EMM. For our purposes here, the
EMM is programmed to deliver this data:
•

Updates to the SAM Client app including the SAM server location, log in and SAM
certificate.

•

Additional network information as programmed in Profiles for the Versity Group.

•

Updates to other Spectralink apps.

•

Possibly other non-Spectralink apps.

•

Other profiles and restrictions as the device policies for Work Managed devices are
configured by the EMM administrator.
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Chapter 9: Accept Devices in the SAM
Server
Admin Tip: Spectralink references
This chapter covers how to accept Versity smartphones into the SAM server so that
they can receive app configuration. Refer to the Spectralink Application
Management Guide for complete details. See Spectralink Documents.
After successful EMM enrollment and download of the SAM Client information to Versity, the
phone will immediately try to connect with SAM.
When Versity smartphones first connect with the SAM server they are listed in the holding area.
Administrative approval is required before the SAM server admits them into the Device List
where they can receive configuration parameters.
If the SAM client app is enabled but cannot establish a successful secure connection with the
SAM server, the SAM client app will produce an error that will be displayed on Versity. When
the error is fixed, the device will try again to connect with the SAM server. This behavior will
repeat until the connection is successful and the device is listed in the holding area.
Notifications will appear for these parameters and errors:
•

IP address: If http:// is used instead of https:// a notification to correct the protocol will
display.

•

CA certificate: If the certificate has not been loaded into the phone or is loaded incorrectly.

•

Account Key: If the Account key is invalid, the notification will ask the user to check the
account key.

Approving Devices via Holding Area in the SAM Server
When the SAM server and Versity first connect, the SAM server lists Versity in the Holding Area
to await administrative approval. The administrator then steps through the Holding Area list of
devices that have successfully connected to the SAM server, referring to the Versity
Implementation Plan and checking off expected devices as approved. Once a device has been
approved, it is listed in the Device List and can be configured by the SAM server.
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To approve or reject devices
1

Select the devices(s) you want to approve (or reject).

2

Select the approve or reject action in the dropdown Select actions list.

3

Approved devices appear in the Approved list and in the Device list. Rejected devices
appear in the Rejected list.
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Device List
The Device List is a list of all devices that have been Approved by the SAM server. Once
devices appear in the Device List, they can be configured/managed with the SAM server.

The MAC address is always displayed. All other columns can be hidden or displayed by clicking
the Change columns button. The column position can be moved by clicking and dragging the
heading.
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Device List actions

Three management actions are provided for remote management of individual devices. Select
the device(s) you wish to manage and then click the Select actions dropdown. Click the desired
action:
Change config: Typically used when a single device needs unique configuration parameters.
This action will open the Configuration page.
Re-apply config; triggers the SAM server to send the configuration again when the device next
heartbeats in.
Trigger Heartbeat: Prompts the device to send a heartbeat. Usually used to update the
configuration on a specific smartphone without the need to wait for the device to heartbeat in
according to its scheduled heartbeat interval.
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Part IV: Testing Versity
Once Versity has associated with the wireless LAN, enrolled with the EMM, connected to the
SAM server, loaded its configuration parameters and registered with the SIP server it should be
able to make and receive calls and utilize all other features that have been configured in the
SAM server.
The following pages suggest an overall approach to a Versity test plan but it is expected that
you will work with Spectralink service personnel to develop a plan that accommodates your
requirements.
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Chapter 10: Test Applications
Now is the time to test configured features, one at a time, to ensure they are working on a few
representative phones before deploying the rest of the devices.
Work with your service personnel to run through a test plan especially tailored for your
installation.
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Chapter 11: Test Logging

The Logging app allows you to review logs produced by Versity. These parameters are usually
set at an enterprise level as all phones will use the same server for logging.
Logcat parameters allow you to set filters for your logs. Versity system logging uses logcat
standards for filtering as documented by Android at this link:
https://developer.android.com/studio/command-line/logcat.html

See the Spectralink Application Management Administration Guide for details on configuring the
parameters on this page.
The default--- *:w---filter expression displays all log messages with priority level "warning" and
higher.
To see the logs produced by a single device (or several), go to the Device List and select that
device(s) and select Change config under Actions then navigate to the Logging app and enter
the filter criteria in the Logcat Parameters field.
Test logging by going to the Syslog server and seeing if the smartphone you are testing is
displayed and the log makes sense considering what filters were configured and what the phone
is doing.
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Chapter 12: Test Sys Updater
Versity can be prompted to check the Sys Updater server through the Sys Updater app on
Versity or in the SAM server.

On Versity

Check the version of Versity code being run by opening the Sys Updater app on Versity.
You can see the current version, any available versions and can check for an update.

An update software notification will verify the check has occurred.

On the SAM server

The Sys Updater app allows you to update phone code. These parameters are usually set at an
enterprise level as all phones will use the same server for system updates. See the Spectralink
Application Management Guide for details on configuring the parameters on the Sys Updater
app page.
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The Trigger OTA option will prompt all phones to check the Sys Updater server for updated
software on the schedule set by the System Update Check Frequency parameter:
•

SAM only – The phone will check for and download new firmware if available only when
the upgrade process is initiated by the SAM Administrator through the process outlined
below for any phone or group of phones from the Device List.

•

On Boot Only – The phone will check for and download new firmware if available any
time the device is rebooted.

•

Background: phone randomly checks any time within 24 hours. This option is designed
to stagger updates to not overload the system.

The version of Versity code being run on any single smartphone as well as the last heartbeat is
available on the Device List and can be displayed by selecting the Last Heartbeat and
Spectralink Firmware Version options in the Change Columns window. This information will tell
you which phones have updated code. To force a code check on any single phone or selected
group of phones:
1

Select Trigger OTA as above and select SAVE CONFIGURATION.

2

Open the Device List and select the phone you want to update

3

Select Trigger heartbeat from the Actions list.
Unless it is turned off, the phone will contact the Sys Updater server and download the
update. The user will need to apply the update.
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4

Check the Device List to see if the phone has been updated by the user.
Caution: Use a tested server for Sys Updates
Microsoft and Apache servers have been tested for OTA compatibility in the Versity
system and these are the only 2 servers Spectralink supports for the Sys Updater
server.
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Part V: Appendices
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Appendix A: The Wireless Infrastructure
This Appendix introduces you to the essential elements of the Wi-Fi system and the specific
requirements for supporting Versity.
A Wi-Fi system may already be in place in your facility. If so, please review this chapter to
ensure the standards recommended here as best practices are present in your facility. If you
have concerns or questions, please contact the Spectralink support team.

Network Components
Delivering enterprise-grade VoWLAN (Voice over Wireless Local Area Network) means that
wireless networks must be designed to provide the highest audio quality throughout the facility.
Voice has different attributes and performance requirements than wireless data applications
making VoIP WLAN pre-deployment planning necessary.
A Wi-Fi handset requires a continuous, reliable connection as the user moves throughout the
coverage area of the facility. In addition, voice applications have a low tolerance for network
errors, packet retries and packet delays. Whereas data applications are able to accept frequent
packet delays and retransmissions, wireless voice quality will deteriorate with just a few hundred
milliseconds of delay or a very small percentage of lost packets. Additionally, data applications
are typically bursty in terms of bandwidth utilization; whereas voice conversations use a
consistent and a relatively small amount of network bandwidth throughout the length of a
conversation.
Here we cover the basic elements in a relatively simple system. Recommendations for your
specific requirements are part of the service Spectralink includes with the installation of
Spectralink Wi-Fi smartphones. The following information will give you an overview of what each
component does and how it is used by the Wi-Fi smartphones.

Recommended Reading
Spectralink White Papers are available at https://www.spectralink.com/resources/white-papersebooks?page=1.
For details on RF deployment please see The Challenges of Ensuring Excellent Voice Quality in
a Wi-Fi Workplace and Deploying Enterprise-Grade Wi-Fi Telephony.
These White Papers identify issues and solutions based on Spectralink’s extensive experience
in enterprise-class Wi-Fi telephony. They provide recommendations for ensuring that a network
environment is adequately optimized for use with Spectralink devices.
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Quality of Service
The Spectralink Versity smartphones use Wi-Fi Multimedia (WMM) and WMM Admission
Control mechanisms to deliver enterprise-grade Quality of Service (QoS). The use of WMM is
recommended for best voice quality experience. However, you can disable either or both in the
access points if needed. The use of both WMM specifications is highly recommended by
Spectralink and is the default operating mode of the handset.
Refer to Best Practices Guide to Network Design Considerations for Spectralink Wireless
Telephones.
AP Configuration Guides show you how to correctly configure access points and WLAN
controllers (if applicable) and identify the optimal settings that support Spectralink Versity
smartphone. The guides can be found at the View Certified page.

WLAN Security
Wireless technology does not provide any physical barrier from malicious attackers since radio
waves penetrate walls and can be monitored and accessed beyond the wall even from outside
the facility. The extent of security measures used is typically proportional to the value of the
information accessible on the network. The security risk for VoWLAN is not limited to the typical
wired telephony concerns of eavesdropping on telephone calls or making unauthorized toll calls,
but is equivalent to the security risk of the data network that connects to the APs. Several
different security options are supported on Versity smartphones. Determining the proper level of
security should be based on identified risks, corporate policy and an understanding of the pros
and cons of the available security methods.

Security Methods
The security methods available for Spectralink Wireless Telephones are industry standard
implementations used in typical Enterprise VoIP installations. The scope of this document does
not include a complete analysis of security methods. Refer to Best Practices for Wireless
Security for detailed information.
Wireless
Security
Method

Security in
Enterprise
Environments

Ease of Configuration and Other General Information

WPA-PSK

Not
recommended

Each phone negotiates a key (see TKIP below) with the AP so
phones can’t decrypt each other’s data, although a sophisticated
hacking device that knows the PSK can decode anyone’s traffic.
The problem can be minimized with periodic rotation of long, hardto-hack passwords.

WPA2
Personal (aka
WPA2-PSK)

Acceptable

Acceptable security for most small business Wi-Fi networks.
Similar to WPA with the addition of AES/CCMP, one of the most
secure encryption algorithms available. The PSK limitation is still
an issue, however.

721-0053-000_B.docx
October 2018

42

Spectralink Versity Deployment Guide

Wireless
Security
Method

Security in
Enterprise
Environments

Ease of Configuration and Other General Information

WPA2Enterprise
(aka 802.1X)

Good

Good security for enterprise Wi-Fi network. PSK is replaced by
some form of EAP and a RADIUS server, and each phone is
configured with its own username and password, making the
conversation between phone and AP completely private. The
processing requirements of a RADIUS server, however, can
compromise handoffs, so a fast-roaming technique such as OKC,
CCKM or 802.11r must be employed.
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System Diagram
The following diagram shows the Spectralink components residing on a typical network with
APs and wireless LAN Ethernet Switch.
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Admin Tip: Are multiple servers necessary?
Sometimes a single piece of hardware may provide multiple services, for example
some AP controllers can also provide radius services. Consult your service provider
for more information about how to tailor your system configuration for your
requirements.

System Requirements
A typical installation requires the following components:
•

OTA Server for Versity updates

•

SAM server

•

Call Server (SIP server)

•

EMM/MDM cloud and console

•

Access Points (APs) and Controller

•

Ethernet Switch

•

Simple Network Time Protocol Server (if time is not provided by the internet)

•

DHCP Server

•

Syslog Server

Optional components:
•

Authentication (RADIUS) Server

•

Exchange Server

•

LDAP Server

System Components
Servers
OTA server
Versity requires an HTTP server to provide OTA updates for Versity software.
Versity finds this server through the Sys Updater application.

SAM Server
See Spectralink Application Management Guide for detailed requirements and installation
procedures.
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Time Server
Simple Network Time Protocol Server or SNTP server if time is not provided by the internet.

RADIUS Server
A RADIUS authentication server must be used to provide username/password-based
authentication using RSA certificates for EAP-TLS, PEAPv0/MSCHAPv2 or PAC files for EAPFAST. [EAP-FAST is not available for beta.]
The following authentication servers have been validated for use with Versity smartphones:
•

Microsoft® Windows 2008 NPS

•

Cisco Identity Services Engine (ISE) 2.3

•

Cisco WLAN Controller 8.3.141.0 operating as a Radius server

•

FreeRADIUS v3.0.161

DHCP Server
Dynamic Host Configuration Protocol (DHCP) is a standardized protocol that enables clients to
be dynamically assigned with various configuration parameters, such as an IP address, subnet
mask, default gateway, and other critical network configuration information. DHCP servers
centrally manage such configuration data, and are configured by network administrators with
settings that are appropriate for a given network environment. The handset will use the DHCP
options shown in the following table if DHCP use is enabled. The DHCP setting will usually take
precedence if it is set and if it is available but can be overridden by certain parameters.
Option

SIP Parameter

Meaning

1

NA

Subnet mask

3

NA

Default gateway

6

DNSSRVR

DNS server

7

LOGSRVR

Syslog server logging

15

DOMAIN

Domain name

Consult with your service provider if you choose to use static configuration.

SIP Call Server
The call server provides SIP telephony support.

Access points
Enterprise-grade Wi-Fi access points provide the connection between the wired LAN and the
wireless LAN. VIEW Certified APs must be positioned in all areas where Spectralink handsets
will be used to ensure seamless radio coverage. The number, type and placement of access
points will affect the coverage area and capacity of the wireless system. Careful planning of the
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WLAN is necessary to ensure excellent voice quality. An’ optimized for voice’ WLAN will yield
great benefits to the wireless telephone user community.
APs must be properly configured to support the corresponding QoS and security methods
selected for the Versity smartphones.

Ethernet switch
One or more Ethernet switches interconnect multiple network devices. Enterprise Ethernet
switches provide the highest performance networks, which can handle combined voice and data
traffic, and are required when using Versity smartphones.
Ensure the WLAN and network infrastructure provides connectivity from the wireless telephone
to all its required network resources (SIP Server, etc.) once Versity smartphone connects to the
network and obtains an IP address.
Versity smartphones cannot roam with uninterrupted service between subnets unless specific
LAN components are present. Certain AP/Ethernet switch combinations establish a Layer-3
tunnel across subnets that enable the handsets to roam. Without this capability, any call in
progress will be dropped when the user moves out of range and the handset must be power
cycled in order to resume functionality in the new subnet area. Consult your AP vendor
document for more information about Layer 3 tunneling.
If you do not have Layer 3 capability, ensure that the SSID your phones associate with uses the
same subnet on all APs for proper operation. The handset can change subnets if DHCP is
enabled and the handset is powered off then back on when within range of APs on the new
subnet. Note that the wireless telephones cannot “roam” across subnets, since they cannot
change IP addresses while operational.
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Appendix B: Deploying LTE models
Versity 9640 and 9653 smartphones are both Wi-Fi and cellular devices. LTE is the technology
Versity uses for cellular voice and data communications. This appendix is a brief introduction to
cellular terms and technologies you need to know in order to understand how Versity operates
as a cellular device.

Introduction
LTE is type of 4G that delivers fast connection for a mobile internet experience. It is the globallyaccepted 4G wireless standard. LTE offers speeds up to 10 times faster than 3G. To use LTE,
both the phone and the carrier must support it. However, not all areas and carriers offer LTE
phones and services. It is important to determine the level of service in your area for LTE
phones.

Carrier Technologies
Carrier technologies have advanced along a timeline that began before 1993. The below table
outlines the technologies that are supported by Versity and their development timeline. Carriers
that use these technologies also support Versity.
1993

2000

2010

Second Gen
GSM
GPRS

2018

Third Gen

Fourth Gen

EDGE
UMTS

HSDPA

HSUPA

HSPA+ R7

HSPA+ R8
LTE
FDD TDD

LTE
Advanced

Versity supports all of the above technologies and can function in an environment that does not
support 4G LTE in its entirety. Options include:
•

LTE: Voice and data

•

Data: 3G

•

Voice: GSM circuit switch

•

Voice: VOIP-LTE or OTT

Versity channels
•

GSM 850/900: 34 dBm

•

GSM 1800/1900: 30.5dBm
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•

UMTS 850/900/1700/1900/2100:24.5 dBm

•

LTE B1/2/3/4/5/7/8/12/13/20/25/26/28/38/66: 24.5 dBm

How Does Versity Use Both Wi-Fi and LTE?
The ability to use LTE calling technology is managed by the choice of app used to make the
call. For LTE, the user either calls using the Biz Phone app using carrier data options or a
cellular app provided by or supported by the carrier of choice.
For Wi-Fi calling, the Biz Phone app uses SIP technology to place a VOIP call over the wireless
LAN---a data network with prioritized voice packets. Call servers are used to support users and
extensions and route internal and external calls.
When enrolled with a carrier, Versity 96xx models using the Biz Phone app can use the data
options provided by the carrier to route calls to the facility’s call server over the data network.
The call server then routes the call to the recipient. The blazing speed of LTE makes this option
very attractive. But lower speed options are also feasible. Facility configuration for this type of
calling may or may not require a VPN connection to reach the corporate call server.
Versity 96xx models also support direct carrier calling using a dialer app provided by or
supported by the carrier (e.g., Google Dialer). If the corporate call server is not available or is
not configured for external connections, the direct call app is selected to place a cell call through
the carrier switch. SIM card must support voice calling.
This versatility makes it possible to use Versity within the facility as a Wi-Fi device and outside
the facility wherever there is carrier service using data services with Biz Phone app or as a
3G/LTE cell phone.

Versity LTE Certifications
Versity has certification from these entities:
•

PTCRB offers certification of wireless devices according to standards developed by
various recognized standards-developing organization. It is a U.S. organization.

•

GCF is an independent global certification organization that offers certifications to help
ensure global interoperability between mobile devices and networks.

•

Carriers: Versity is an unlocked device. With PTCRB and GCF certification most carriers
will allow Versity on their network. Some carriers certify phones and approve them for
functionality on their network. Verizon is one of these. Certification by carriers is not yet
definite.
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Emergency Calls Using LTE
On all Versity models, tapping EMERGENCY on a locked screen opens a Google Dialer where
the emergency number can be entered manually. The number entered will be checked against
the list of pre-programmed emergency numbers in the Biz Phone app, if any. If it is on the list, it
will be placed by the Biz Phone app.
For LTE models, if the manually-entered number is not listed in the Biz Phone app, then it will
be checked against the emergency numbers listed by the SIM or Android. If yes, the call will be
placed by the Google dialer, if there is a cellular connection.
If emergency calls should be placed through the carrier cellular network, the number SHOULD
NOT BE entered in the Biz Phone app. The number must be manually entered in the Google
dialer when the emergency call feature opens, and it will go through on the cellular network.
Instruct your cellular users about what number to dial in an emergency.

Wi-Fi emergency calls
If a non-emergency number is dialed that does not appear on the Biz Phone list, the call will not
go through and a “not an emergency number” message will appear in the Biz Phone app.
Alternately, when the Google dialer opens, the emergency contacts list entered in the Biz Phone
app can be displayed and a pre-programmed number can be selected and placed by the Biz
Phone app using Wi-Fi/data.
For Wi-Fi calls, the user must ensure that the registration icon appears, and Wi-Fi is active. If
there is no icon or if the icon has an exclamation point in place of the check, the call will not be
placed.
If emergency calls should be placed through the carrier cellular network, the number SHOULD
NOT BE entered in the Biz Phone app. The number must be manually entered in the Google
dialer when the emergency call feature opens, and it will go through on the cellular network.
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SIM Card Instructions
LTE phones use a “SIM“ card to store user information. A carrier will provide a SIM card for their
service and this card must be installed on Versity for it to connect to the carrier’s network.

SIM card size
The Versity SIM card port supports a “micro” size SIM card. An adapter is provided in the
Versity box for adapting a “nano” card to the micro size. Consult with your carrier to get the
nano SIM card.
Caution: Use provided micro adapter
Spectralink has found that SIM card thickness varies and these variations can
affect performance. For this reason, Spectralink provides a nano to micro adapter
with every Versity. This adapter meets our exact specifications.
For best results, use a nano card from your carrier and use the nano to micro
adapter that is provided with the Versity smartphone as described here. Do this
even if the carrier offers a micro SIM card.
This photo shows a nano to micro adapter:

SIM card location
The SIM card is inserted into a slot at the top of the battery compartment. The slot is protected
by a flap that must be pried open. Pry it from the right and rotate it into a vertical position as
shown here.
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Inserting the SIM card
Admin Tip: Tool may be required
In order to insert the SIM card into the slot, you may need to use a tool such as
tweezers.
5

Remove the battery and open the SIM card port flap.

6

Position the SIM card as shown in the picture below. The angled edge is at the top left.

7

Position the nano card in the adapter in the area as shown and insert the adapter into
the port.
Tip: Nano card positioning
The position of the SIM card in the adapter is “down” when placed into the port.
Although the nano SIM fits snugly into the adapter and is unlikely to fall out, please
keep a good hold on the adapter assembly with tweezers as you insert it into the
port.

8

Close the flap, being careful to snug it tight.

9

Install the battery and turn on the phone.

Removing the SIM card
1

Open the flap by prying it from the right side and swiveling it up.

2

Push on the SIM card, it will pop out part way and then pull the SIM card out of the port
using a tool such as tweezers. Pull it straight out. Do not bend or twist the adapter.
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3

Remove the nano card from the adapter.

4

Reposition the flap to the closed position.

721-0053-000_B.docx
October 2018

53

Appendix C: Spectralink Resources
Product Support
Spectralink wants you to have a successful installation. If you have questions please contact the
Customer Support Hotline at 1-800-775-5330.
The hotline is open Monday through Friday, 6 a.m. to 6 p.m. Mountain time.
For Technical Support: mailto:technicalsupport@spectralink.com
For Knowledge Base: http://support.spectralink.com
For Return Material Authorization: mailto:nalarma@spectralink.com

Spectralink Documents
All Spectralink documents are available at http://support.spectralink.com.

To go to a specific product page:
Select the Product Category and Product Type from the dropdown lists and then select the
product from the next page. All resources for that particular product are displayed by default
under the “All” tab. Documents, downloads and other resources are sorted by the date they
were created so the most recently created resource is at the top of the list. You can further sort
the list by the tabs across the top of the list to find exactly what you are looking for. Click the title
to open the link.
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Specific Documents
Spectralink Versity and Spectralink SAM support documents are available on the Spectralink
support site at http://support.spectralink.com/versity.
Spectralink SAM software and support documents are available on the Spectralink support site
at http://support.spectralink.com/sam.
Release Notes accompany every software release and provide the new and changed features
and resolved issues in the latest version of the software. Please review these for the most
current information about your software.
Spectralink Versity Deployment Guide provides a high-level overview of the deployment process
for Spectralink Versity smartphones. This includes the interface with an EMM, the method for
getting Versity connected to the wireless LAN, and the interface with the Spectralink Application
Management (SAM) server.
Spectralink Applications Management Guide The Spectralink Applications Management (SAM)
Guide provides information about every setting and option for the Spectralink applications that
are available to the administrator on the SAM server. Time-saving shortcuts, troubleshooting
tips and other important maintenance instructions are also found in this document.
The Spectralink Applications Administration Guide describes each Spectralink app and lists
each parameter configured for each app.
The Spectralink Versity User Guide offers comprehensive instructions for using each of the
Spectralink Applications deployed on the handsets.
For information on IP PBX and soft switch vendors, see the Spectralink Call Server
Interoperability Guide.
Technical Bulletins and Feature Descriptions explain workarounds to existing issues and
provide expanded descriptions and examples.
AP Configuration Guides explain how to correctly configure access points and WLAN controllers
(if applicable) and identify the optimal settings that support Spectralink Versity smartphone. You
can find them on the VIEW Certified webpage.

White Papers
Spectralink White Papers are available at https://www.spectralink.com/resources/white-papersebooks?page=1.
For details on RF deployment please see The Challenges of Ensuring Excellent Voice Quality in
a Wi-Fi Workplace and Deploying Enterprise-Grade Wi-Fi Telephony.
These White Papers identify issues and solutions based on Spectralink’s extensive experience
in enterprise-class Wi-Fi telephony. They provide recommendations for ensuring that a network
environment is adequately optimized for use with Spectralink devices.
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Conventions Used in This Guide
Icons
Icons indicate extra information about nearby text.
Warning
The Warning icon highlights an action you must perform (or avoid) to avoid exposing
yourself or others to hazardous conditions.
Caution
The Caution icon highlights information you need to know to avoid a hazard that could
potentially impact device performance, application functionality, successful feature
configuration and/or affect phone or network performance.
Spectralink recommends
Our recommendations for successful deployments.

Note

The Note icon highlights information of interest or important information that will
help you be successful in accomplishing a procedure or understanding a concept.
Tip
The Tip icon highlights information that may be valuable or helpful for users to know, such
as special techniques, shortcut methods, or information that will make user tasks easier to
perform.
Web
The Web Info icon highlights supplementary information available online such as
documents or downloads on support.spectralink.com or other locations.
Timesaver
A time-saving tip is typically used to mention or highlight a faster or alternative method for
users who may already be familiar with the operation or method being discussed.
Admin Tip
This tip advises the administrator of a smarter, more productive or alternative method of
performing an administrator-level task or procedure.
Power User
A Power User Tip is typically reserved for information directed specifically at high-level
users who are familiar with the information or procedure being discussed and are looking
for better or more efficient ways of performing the task. For example, this might highlight
customization of a feature for a specific purpose.
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Troubleshooting
This element can be used in any type of document and is typically used to highlight
information to help you solve a relevant problem you may encounter, or to point to other
relevant troubleshooting reference information.
Settings
The Settings icon highlights information to help you zero in on settings you need to choose
for a specific behavior, to enable a specific feature, or access customization options.

Typography
A few typographic conventions, listed next, are used in this guide to distinguish types of in-text
information.
Convention

Description

Bold

Highlights interface items such as menus, soft keys, file names, and
directories. Also used to represent menu selections and text entry to the
phone.

Italics

Used to emphasize text, to show example values or inputs, and to show
titles of reference documents available from the Spectralink Support Web
site and other reference sites.

Underlined blue

Used for URL links to external Web pages or documents. If you click on
text in this style, you will be linked to an external document or Web page.

Bright orange text

Used for cross references to other sections within this document. If you
click on text in this style, you will be taken to another part of this
document.

Fixed-width-font

Used for code fragments and parameter names.

This guide also uses a few writing conventions to distinguish conditional information.
Convention

Description

<MACaddress>

Indicates that you must enter information specific to your installation,
phone, or network. For example, when you see <MACaddress>, enter
your phone’s 12-digit MAC address. If you see <installed-directory>, enter
the path to your installation directory.

>

Indicates that you need to select an item from a menu. For example,
Settings> Basic indicates that you need to select Basic from the
Settings menu.

END OF DOCUMENT
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